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What is the Reason for 
this Work?

• fun and curiosity...

• ... and last but not least: gaining knowledge!

• for most people /dev/random is a black-box

• why should security-relevant open-source software 
trust a black-box?

• crypto randomness is a building block for 
authentication, crypto algorithms, and protocols

• that is why you should know about it’s inner working!



The Lab System

• old laptop with a 400 MHz CPU

• WLAN card for remote logging; no HDD I/O trigger!

• SuSE Linux 9.0 with a 2.4 kernel

• no mouse, no X, no user, no ..., but...

• ... apache + php

• patched kernel to gather observed data in a ringbuffer

• the pool initialization at boot time was disabled when 
needed



Focus of my Research

• behaviour of data, not of the algorithms

• entropy of events during boot sequence 

• entropy consumers

• influences of determinitsitc/malicious 
entropy sources



The PRNG Design



The Map of Chaos
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Entropy Sources

• block-device access

• interrupt occurence

• keyboard typing (desktop system)

• mouse movements/button usage 
(desktop system)

• (pool extraction)



Entropy Input

• add_timer_randomness() measures the event 
timing             entropy (2 * 32-bit TSC 
register)

algorithm [6a, 6b]. To avoid leaking knowledge about the internal state of the
pool to the outside and to give away stat istically random values only (even if the
pool content is not random), the entropy gathered will be mangled further during
extract ion by using the Secure Hash Algorithm (SHA) [1].

TheuserÐland applicat ionscan accesstheentropyÐpool by reading from / dev/
r andomor / dev/ ur andom. The Þrst interface blocks unt il the requested amount
of entropy bytes is available. The lat ter one just generates as much bytes as
requested by reÐcomput ing SHA from an init ial random value.

To init ialize the randomÐpool at system startup the kernel adds the result of
get t i meof day( ) and the contents of ut sname. Addit ionally the previous state
of the pool is restored by using a rcÐÞle (bootÐscript). The Òstart partÒ writes
512 bytes of a previously saved randomÐpool state back to the current pool and
writes an equal amount (if available) back to the disk. This is useful to avoid
init ializing the pool with the same state a second t ime if the system crashs and
to remove the already used state from the ÞleÐsystem. TheÒstop partÒjust saves
about 512 bytes to the disk. Both parts use/ dev/ ur andomto not block the boot
or shutdown processto the expenseof not catching real entropy.

1.2 Event T iming

Al l entropy source handling funct ions are calling add t i mer r andomness( ) to
add t iming randomness to the entropyÐpool. Therefore a closer look at this
funct ion will be provided in this subÐsect ion.

Beside the t ime delay it alsoadds a numvalue to the pool which describes the
source of the event. This value is encoded in the following way:

[0,255] keyboard scan codes
[256,511] interrupt number

[512,UINT MAX] blockÐdevice major number
[0,UINT MAX] mousemovements
[0,UINT MAX] pool extract ion

If the CPU architecture is x86 64 or i386 with Time Stamp Counter (TSC)
register support the assembler macro r dt sc( ) is used to get a highÐresolut ion
t imestamp. This counter is incremented each clock t ick4.

The high part (the one that changes lessoften) of the t imestamp is XORÕed
with num. The low part of the 64 bit register is copied to the t i me variable. On
other architectures without TSC support the t i me variable is set to the current
ji! es value and the numvalue is left unchanged.

To calculate the estimated entropy for each type of event , the funct ion deter-
mines the current and the last two t ime delays, then the del t a variable is set to
the minimum absolute di! erence, rounded down by one bit , and then truncated

4The example systemÕs clock t icks with 400 MHz, which means 1 increment each 2.5 ns.
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Entropy Esitmation
• the current and the last two time-periods 

are used to estimate the entropy

• it’s hard to do it right!

• Shannon’s entropy:

 0

 5e+08

 1e+09

 1.5e+09

 2e+09

 2.5e+09

 3e+09

 3.5e+09

 4e+09

 4.5e+09

 2000  2050  2100  2150  2200  2250  2300  2350  2400

Figure 5: Same event t iming as above with limited x-range (! 2000).

Start ing from event 2000 the t iming values seem to be more errat ic. A closer
look with a limited xÐrange shows patterns even here (Þgure 6).

2.3 Pr obabil i t y and Ent ropy

To get a detailed view of the (stat istical) entropy generated, the events and their
values (numor i g, num, t i me) are measured applying a formula based on [3].
Before the results are presented the mathemat ical basics will be summarized.

A discrete informat ion source S without memory is deÞned by its symbols si

and their corresponding probability distribut ion pi .

S =
!

s1 s2 s3 ááásn

p1 p2 p3 ááápn

"

The entropy is deÞned as

H (S) =
n#

i = 0

pi álog2(pi )

with unit bit / symbol. H(S) only depends on the probabilit ies of the symbols not
of the symbols itself. Therefore we can also write it as H(p), H(p1, . . . , pn), or
just H. Addit ionally it is important to Þnd the right probability distribut ion. For
the sake of simplicity the relat ive frequency was used, which is deÞned as
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The Pools

• primary pool for data collection (4096 bits)

• secondary pool for extraction (1024 bits)

• 2nd pool is reseeded from 1st pool

• pool contents are mixed with a Twisted 
General Feedback Shift Register (TGFSR) to 
spread entropy equally in the pool

• pool is implemented as a ringbuffer



Extraction
• /dev/random: blocks until enough entropy is available

• /dev/urandom does not block but iterates over an 
initial seed with SHA-1

• pool bits are hashed, 32 bits of the digest are fed 
back into the pool, the folded half is returned to the 
caller

• timing is used as entropy source (with entropy 0)

• entropy bits will not be removed, only the estimator 
is decremented



The Idea!
• every algorithm used is deterministic

• idea:  when the input data is deterministic too, the 
result can be guessed in a much shorter time

• pr oof : code execution during sytsem boot may be 
deterministic... or may be not.

• result 1 : random numbers are not as random as 
assumed

• result 2 : crypto systems based on this wrong 
assumption become weak



Analysis of Entropy Sources
-

Plot the Facts!



Block-Device Type

 514

 516

 518

 520

 522

 524

 526

 528

 530

 532

 534

 0  500  1000  1500  2000

Figure 1: BlockÐdevice events of di! erent bootÐsequences.
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BD-Type XOR’ed with TSC
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Figure 2: BlockÐdevice events (XORÕed) of different bootÐsequences.

Figure 2 shows the blockÐdevice actvity during boot (2200 events). This
values are almost constant (each graph overlays another) and even the modiÞed
values repeat during boot (Þgure 3). The steps in Þgure 3 correspond with the
wrapÐarounds in Þgure4. The lower register wrapsaround and thehigher register
is incremented by one. The higher part is XORÕed with thenumor i g value which
results in a new numvalue(thestep). Thesteps in thegraph areclustering around
the same event number and have the same height . This is an indicator for the
repeat ing t iming during independent observat ions.

11



Same, Axis swapped
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Block-Device Timing
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Figure 3: BlockÐdevice events of di! erent bootÐsequences.
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Figure 4: BlockÐdevice events of di! erent bootÐsequences.

The graph of the t iming of the blockÐdevice events looks less predictable
(Þgure 4), but the dotted variant clearly shows patterns (Þgure 5).
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result:  input behavior is very 
identical between different boot 

sequences, even timing!

assumption:  entropy during boot 
process is very low, lower then 

estimated

let’s check it...



Analysis of Entropy Sources
- 

Let Statistics speak!



Oops! Entropy Over-
estimation

• entropy overestimation is dangerous for CPRNGs

• a 128-bit key may have less then 90 bits of entropy

probability of 0.75. This result shows an equality in the value of the TSC register
between di! erent bootÐprocesses.

value t ot al frequency relat ive frequency probabil i t y
3287742141 8 1 0.125
3399780677 8 1 0.125
3373268801 8 1 0.125
3132737397 8 1 0.125
3285032933 8 1 0.125
3123395211 8 1 0.125
433217717 8 1 0.125
365967021 8 1 0.125

Table 7: 1st event , value: t i me, source: interrupt

This table (7) presents the t iming values. It is interesting becauseit illustrates
that most valuesseem to cluster around 3.200.000.000. Thisunderlinestheresults
gained in sect ion 2.2 and table 6. The probability distribut ion of the other events
is nearly the same.

Furthermore the low distribut ion of values in the pool as shown in Þgure 9
leads to the assumpt ion that the entropy estimat ion is too opt imistic. After
boot ing the system the entropyÐcount is 4096 indicat ing that the pool is at its
maximum of entropy (8 bits entropy per byte). After taking nearly 100 indepen-
dent copies (three copies per boot becausethe primary pool is Þlled about three
t ime) of the pool content the entropy and arithmet ic mean was calculated. The
average of the results and their deviat ion from the maximum are shown in the
following table.

Est imat ed Calculat ed D eviat ion
Ent ropy 8 5.77541 2.22459

M ean 127.5 66.91920 60.5808

Table 8: EntropyÐand meanÐdeviat ion from maximum

It is hard for a PRNG to estimate the entropy it can provide, and an overesti-
mat ion is a serious problem [5]. Therefore it is bet ter to have a more conservat ive
estimat ion funct ion before more deterministic values are provided then expected.
Becauseof this overestimat ion an applicat ion reading n bits from the randomÐ
device direct ly after boot , gets about 28% less entropy than expected12. The
entropy value of 5.78 bits/byte can be seen as an upper bound because condi-
t ional methods will result in a lower value. The pool should protect himself by
applying di! ent weights for entropy estimat ion of a source. It might be useful to
adjust this weights during system runt ime by using results from simple stat istical
tests that do not consume much CPU cycles.

12During boot the entropy may be less.
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Deviation Calculation

Figure 8: Pool content during boot (without mixing).

In addit ion to the graphical representat ion of the input values the calculated
characteristics show the low variat ion of the values. What can be seen here (table
9-11) is the average of each value (sum of values devided by relat ive frequency),
the variance from that average, and derived from that the standard deviat ion
(square root of variance).

A verage Var iance st andard D eviat ion
num or ig 250 0 0

num 245 0 0

Table 9: Date 14. Oct, process: hwscan, source: mouse

A verage Var iance st andard D eviat ion
num or ig 250 0 0

num 244 0 0

Table 10: Date 15. Oct, process: hwscan, source: mouse

A verage Var iance st andard D eviat ion
num or ig 250 0 0

num 244 0 0

Table 11: Date 16. Oct, process: hwscan, source: mouse

An autoÐcorrelat ion of di! erent systemÐstartups iseven more interesting. The
two tables below show the nÐth occurence of numor i g, num, and t i me generated
by the hwscan processfor m independent observat ions (bootÐsequences.)
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Auto-Correlation

A verage Var iance st andard D eviat ion
num or ig 250 0 0

num 282.125 14234.9 119.31
t ime 2.28795e+ 09 2.77319e+ 18 1.66529e+ 09

Table 12: 1st event , process: hwscan, source: mouse

A verage Var iance st andard D eviat ion
num or ig 250 0 0

num 282.125 14234.9 119.31
t ime 2.29927e+ 09 2.77980e+ 18 1.66727e+ 09

Table 13: 2nd event, process: hwscan, source: mouse

Interesting to see is the equality of the variance/ standard deviat ion. The reason
why num stays the same for the Þrst and second event is that it is the same
(as shown in table 1 and 2). The t iming patterns shown in Þgure 4 to 6 are the
reason for the very equal deviat ion seen here.

3 U nt rust ed Ent ropy Sources

There are two kind of untrusted sources that can inßuence the entropy pool:
the low-quality sources which may lead to an entropy overestimat ion, and the
malicious source that intent ionally changes the pool content to reach an arbit rary
goal.

To increasethe quality of the entropyÐpool during the bootÐprocessit would
be nice to have a hardware RNG available. A relat ively wide spread and easy to
accesssolut ion could be the RNG from VI AÕs x86 PadLock Securi ty Engine14 [4a]
or IntelÕs Pentium II I 15. The VI A chip is part ly supported in the current Linux
kernel. Unfortunately the output of its RNG is not used to feed the pool, which
may be due to the lack of t rust in the entropy quality provided. Some people also
fear that a high output rate of predictable bits can pollute the entropyÐpool and
makes the cryptographic software, which relies on it , vulnerable. A test report
of the VI A CPU can be found in [4b].

3.1 LowÐQuali t y Source

To verify the behaviour of the randomÐpool under the presence of a lowÐquality
entropy source the code from the kernel was reimplemented in userÐspace. Each
run completely Þllsup theentropyÐpool i t er at i ons t imesby using add ent r opy
wor d( ) . The entropyÐpool can be init ialized with random values from / dev/

14Trademark of VIA Technologies, Inc
15Trademark of Intel Corporation
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result:  now we had prooven that 
input behavior is very identical 

between different boot sequences

assumption:  maybe an attacked 
system can be “cloned” to get a clue 

about the CPRNG state



Untrusted Entropy 
Sources



Low-Quality Source
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Figure 10: Setup: 2, Entropy from 0% to 100% predictable values.

Figure 11 shows the same situat ion as in setup 1, with the only except ion that
the entropy does not drop below 2 due to the twistÐtable.
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Figure 11: Setup: 3, Entropy from 0% to 100% predictable values.
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Malicious Source

LFSR’s “pathological state”: 
all values are zero = output will be zero forever!

a known previously added value can be 
“neutralized” and become 0: 

TGFSR(0x0000000F, 0xF34015C4) = 0



result I:  low-quality source can not
dilute existing entropy

impr ovement:  add weights to input 
sources based on simple statistical tests

result II:  a malicious source can
put the LFSR into its “pathological state”!



Entropy Consumers



as well as the way they are used. Only funct ions that can be triggered remotely
are represented16

To get accessto the entropy stored in kernelÐmemory just a few funct ions are
provided. The mostly used funct ion in the kernel is get r andombyt es( ) . This
funct ion readsnbyt es bytes from thepool - without verifying if enough pool bytes
are available - and returns them in a callerÐprovided buffer. Another funct ion
named secur e t cp syn cooki e (which is alsobased on get r andombyt es( ) ) is
used for TCP SYNÐCookie generat ion17. This sect ion will focus on how these
funct ions can be stimulated remotely18 and what they do with the entropy.

syncppp.c uses two t imes 4 random bytes to generate a sequence-
number as well as ÔmagicÔvalues for a
WAN interface

smbencrypt .c 8 bytes of random nonce for client authent icat ion and
516 bytes of randomnessto just Þll a buffer which is
used later to store a password.
make oempasswd( ) , encode pw buf f er ( )

ip fragment.c 4 bytes for hashing
The funct ion i pf r ag secr et r ebui l d( ) will be
called regularly (every 600 Hz) to update a hashÐtable.

ip conntrack core.c NetÞlter connect ion state tracking module consumes
4 random bytes per connect ion to init ialize a
hashÐtable.
i ni t connt r ack( ) called by r esol ve nor mal ct ( )

syncookies.c 36 bytes of randomnessare used by calling
secur e t cp syn cooki e the Þrst t ime generat ing
IPv4 SYNÐCookies.
Called in t cp i p. c by t cp v4 conn r equest ( )
and cooki e v4 i ni t sequence( )

tcp.c uses 4 bytes for hashing in t cp l i st en st ar t ( )
irlap.c consumes 4 bytes twice to create a random address.

Fortunately the ext r act ent r opy( ) will not remove entropy from the pool
but just decrement the entropy estimator. For this reason an attacker can not
make a cryptographic process vulnerable by just t riggering entropy consumers
over the network. Al l an at tacker may gain is a remote denialÐofÐservice at tack
or an overestimat ion by execut ing input sources in a malicious manner19.

16The userÐspacecan access the entropyÐpool through / dev/ r andom. and / dev/ ur andomand
will be ignored in this section.

17The TCP sequenceÐnumber generat ion is not based on bits from the entropyÐpool.
18Without contemplate the IPv6 and IPsec implementat ion.
19This will not be covered here.
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The Pool is Dripping
-

Entropy Bits are leaking 
during Pool Extraction



Feedback: Pool Bits hashed



Feedback: 32 Bits go back



Feedback: Fold and Return



to guess the last 32 bits 
written to the pool an 

attacker needs 232 steps... 
no suprise. ;-)

due to the equal distribution of 
1s and 0s in a hash digest the 
search-tree can be reduced by 

factor 7

Guesswork



So What?
entr opy o ver estimation  = 

ex. SSH host keys generated 
during system installation are 

weak malicious sour ce = 
entropy sources need 
verification/control

identical input  = 
systems could be cloned to 

guess CPRNG state lea ka ge = 
a serious 
problem?



Questions?

http://www.suse.de/~thomas/

Thomas Biege <thomas@suse.de>


